
The EURid Insights series aims to analyse specif ic aspects of the domain-
name environment. The repor ts are based on surveys, studies and research 
conducted by EURid in cooperation with industry exper ts and sector leaders. 

EURid examines the global status of the implementation of 
the Domain Name System Security Extensions (DNSSEC) 
protocol across the world’s 283 active top-level domains.

Overview of DNSSEC deployment worldwide

October 2010



2

Introduction

This repor t presents a global snapshot that reveals which top- level domains (TLDs) are 
currently deploying Domain Name System Security Extensions (DNSSEC) in one phase 
or another. This snapshot, constructed by EURid through in-depth research, provides an 
overview of the global state of DNSSEC deployment across the world’s 283 active TLDs 
as of October 2010. It excludes 11 TLDs used for testing purposes.

To put these f indings in context, a br ief history of the deployment of DNSSEC to the 
Internet root zone is presented f irst, followed by a typical scenario used by top- level 
domains during DNSSEC deployment. 

For information on the more technical aspects of the DNSSEC protocol and implementa-
tion advice, please refer to EURid’s supplementary .eu Insights repor t, “DNS SECurity 
Extensions technical overview”.

Deployment to the root zone

The 13 root name servers at the top of the Domain Name System (DNS) hierarchy were 
not conver ted to DNSSEC all at once. Instead, they were switched one by one star t ing 
at the end of 2009.

During each switch, the number and types of queries to the root name server and the 
protocol over which the queries were received, User Datagram Protocol (UDP) or Trans-
mission Control Protocol (TCP), were closely monitored and the results analysed to 
detect any inadver tent ef fects. 

Some ef fects were to be expected as the normal “pr ice to pay” for the introduction of 
a new technology, such as an increase in queries over TCP. A study of the monitored 
changes is available at:  
ht tp://www.root-dnssec.org/wp-content /uploads/2010/02/Wessels_DNSSEC_N48.pdf.

Init ially, available DNSSEC data was deliberately made unverif iable. All data was 
published to the Deliberately Unverif iable Root Zone (DURZ). Publishing to the DURZ 
ended when the Internet root zone was signed in a verif iable way on 15 July 2010.
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Once all the root name servers had been signed and were sending fully ver if iable re-
sponses (star t ing 15 July 2010), it became evident that the infrastructure in place could 
cope with the increase in response length and number of queries over TCP. This means 
that TLD operators no longer have to be concerned by this aspect of DNSSEC and can 
focus on establishing and maintaining a complete chain of trust from the root to their do-
main name customers when they deploy the protocol themselves. A chain of trust, where 
the trustwor thiness of one layer of the DNS is guaranteed by the layer above, means 
that anyone visit ing a website using a DNSSEC-enabled domain name can be conf ident 
of its legit imacy, since name server responses are validated all the way to the root zone, 
the top of the DNS.

Deployment to the .eu top- level domain

EURid emulated the deployment of DNSSEC to the root zone by deploying DNSSEC 
to the .eu zone in two distinct phases. In the f irst phase, Domain Name System KEYs 
(DNSKEYs) and signatures were added to the .eu zone but the Delegation Signer (DS) 
records corresponding to the .eu key-signing key (KSK) were deliberately omit ted.  This 
phase allowed EURid to test the procedures used to add DNSSEC key information and 
monitor the impact of the addit ional data on the zone generation processes and au-
thoritative name server infrastructure, which had to deal with larger zone f i les, bigger 
responses and more complex answering logic.  

The f irst phase also allowed EURid to test the procedures in place for registrars, as the 
DNSSEC key material provided by a registrar for a domain name is checked against the 
information available on the name servers l inked to that domain name.  Only when all 
the data is correct are DS records published in the .eu zone. This is because unsyn-
chronised DNSSEC key information between parent and child name servers might yield 
a totally non-functioning domain name, known as “DNS darkness”.

In the second phase, executed on 1 September 2010, the DS record corresponding to 
the .eu KSK was published in the root zone. This completed the DNSSEC chain of trust  
for the .eu TLD.

As this repor t wil l show, other top- level domains are going through the same process - 
announcing DNSKEY information, but omit t ing the corresponding DS information from 
the root zone - thereby preventing any issues they experience from impacting  
their registrants.

Insights
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Status and evolut ion of DNSSEC deployment

The Internet root zone has been signed since 15 July 2010. There is currently one KSK 
and one ZSK (zone-signing key). The algorithm used to generate the keys is 8 (RSA-
SHA256). The Next SECure records are NSEC. Consequently, zone walking is possible, 
but then the list of top- level domains is public anyway. EURid used this publicly availa-
ble information to assess the DNSSEC deployment status of all 283 of the world’s active 
TLDs to compile the data for this repor t.

Table 1, below, provides snapshots of the deployment of DNSSEC across all 283 active 
top- level domains, as recorded at the beginning of September and October 2010.

2 September 2 October Dif ference

Total number of TLDs 283 283 ==

Number of TLDs with DNSKEY 
resource records

32 (11%) 37 (13%) +5

Number of TLDs with DS records 
(in the root zone)

18 (6%) 29 (10%) +11

Table 1 - Snapshot of DNSSEC deployment across the world’s 283 active TLDs

Table 1 shows that in the month between snapshots, 11 TLDs moved their DNSSEC  
deployment from a test phase to production, making it theoretically possible to have a 
complete chain of trust, while f ive TLDs began deploying DNSSEC in a test or  
pre-production phase.
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Of the 37 top- level domains publishing DNSKEY information:

•	 11 use algorithm 5 (RSASHA1)

•	 11 use algorithm 7 (RSASHA1-NSEC3-SHA1)

•	 12 use algorithm 8 (RSASHA256)

•	 3 use algorithm 10 (RSASHA512).

 
Of the 37 top- level domains publishing DNSKEY information:

•	 13 do Next SECure via NSEC, which allows zone walking

•	 24 do Next SECure via NSEC3, which prohibits zone walking.

 
This is, of course, a snapshot of a par ticular moment in t ime. Nothing prevents TLD  
registr ies from changing information, or even switching to stronger algorithms.

Insights
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Figures 1, 2 and 3 show a breakdown of DNSSEC across all TLDs according to stage of 
deployment, algorithm type and Next SECure type.

Figure 1 - Status of DNSSEC deployment across the world’s 283 active TLDs

Figure 2 - Algorithms in use across DNSSEC-enabled TLDs
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Figure 3 - Next SECure types in use across DNSSEC-enabled TLDs

Table 2 provides an overview of the 37 TLDs currently deploying DNSSEC in one phase 
or another for which information was available as of October 2010. Information on ge-
neric top- level domains (gTLDs) such as .com, .net and .mobi was not available at the 
t ime of writ ing. A value of 0 in the “Number of KSKs referred to by DS” column means 
that there are no corresponding DS records at the root level, or that the TLD zone forms 
an isle of trust in and by itself. As there are dif ferent algorithms in use, cer tain TLDs 
may have more than one DS referr ing to the same KSK. The more DSs, the greater the 
chance that DNS server implementations can suppor t at least one of the digest algo-
r ithms used to calculate the digest of the public key.

Figure 4 shows the various stages CENTR member TLDs are at in their deployment of 
DNSSEC, as of September 2010. This data was not included in EURid’s survey and is  
provided here as background information. More information about CENTR, the  
Council of European National Top Level Domain Registr ies, can be found at:  
ht tps://www.centr.org/main/about.html.
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TLD Country
No of 
DSs in 
the root

No of 
KSKs 
referred 
to by DS

No of 
KSKs

No of 
ZSKs

Next 
SECure 
type

.arpa gTLD 0 0 1 1 NSEC

.be Belgium 4 2 1 2 NSEC3

.bg Bulgaria 2 1 1 2 NSEC

.biz gTLD 2 1 2 3 NSEC

.br Brazil 1 1 1 1 NSEC

.cat gTLD 1 1 1 2 NSEC3

.ch Switzer land 2 1 1 2 NSEC3

.cl Chile 0 0 1 1 NSEC3

.cz Czech Republic 1 1 1 1 NSEC3

.dk Denmark 1 1 1 2 NSEC3

.edu gTLD 1 1 1 1 NSEC3

.eu ccTLD 2 1 1 1 NSEC3

.f i Finland 0 0 1 2 NSEC3

.fr France 1 1 2 2 NSEC3

.gov gTLD 0 0 1 2 NSEC3

.info gTLD 2 1 2 2 NSEC3

.kg Kyrgyzstan 0 0 1 1 NSEC3

.li Liechtenstein 2 1 1 2 NSEC3

.lk Sri Lanka 2 1 1 1 NSEC3

.museum gTLD 1 1 2 1 NSEC3

.na Namibia 1 1 1 1 NSEC3

.nl Netherlands 0 0 1 1 NSEC3

.nu Island state of Niue 1 1 0 1 NSEC3

.org gTLD 2 1 2 2 NSEC3
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TLD Country
No of 
DSs in 
the root

No of 
KSKs 
referred 
to by DS

No of 
KSKs

No of 
ZSKs

Next 
SECure 
type

.pm
Saint-Pierre and 
Miquelon

1 1 2 2 NSEC3

.pr Puer to Rico 1 1 2 1 NSEC

.pt Por tugal 2 1 1 1 NSEC3

.re Réunion 1 1 2 2 NSEC3

.se Sweden 2 2 2 1 NSEC

.t f
French Southern 
and Antarct ic Lands

1 1 2 2 NSEC3

.th Thailand 2 2 2 2 NSEC

.tm Turkmenistan 2 1 1 1 NSEC3

.uk United Kingdom 1 1 1 1 NSEC3

.us United States 2 1 2 2 NSEC

.xn—fzc2c9e2c Sri Lanka  
(Internationalised)

0 0 1 1 NSEC

.xn—xkc2al3hye2a 
இலஙக்ை

Sri Lanka  
(Internationalised)

0 0 1 1 NSEC

.yt Mayotte 1 1 2 2 NSEC3

Table 2 - Status overview across the 37 TLDs that have deployed DNSSEC  

(September - October 2010)

1 RFC 2535: Domain Name System Secur ity Extensions (ht tp://www.iet f.org/r fc /r fc2535.tx t).

Insights



10

Figure 4 - Status of DNSSEC deployment for TLDs member of CENTR  
published during September 2010 (Data courtesy of CENTR)
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Conclusion

Although the DNSSEC protocol is more than ten years old (the f irst RFC relating to 
DNSSEC, RFC25351, was published in 1999), it has only recently been deployed on a 
larger scale.  

Research presented in this repor t shows that current DNSSEC deployment rates are low 
at 13%, meaning that 87% of TLDs have yet to deploy the protocol. However, during the 
one month that EURid conducted this assessment, the number of TLDs adding DNS-
KEY resource records rose from 11% to 13%, indicating an upward trend. The number of 
TLDs with DS records in the root zone and a theoretically a complete chain of trust also 
rose during this t ime period, from 6% to 10%.

DNSSEC protects Internet users from cache-poisoning at tacks and, in doing so, makes 
the Internet a safer place.  However, a number of tasks sti l l need to be completed before 
all the DNS zones in the world are DNSSEC-enabled by default.  

DNSSEC is viewed by many as the ideal plat form on which to build future secure or 
security-related protocols or mechanisms, as it is simply an extension of the DNS  
protocol. DNSSEC is required to take the DNS protocol to the next level, where security 
is not just a desired but absolute requirement for the foundation of the future Internet.

Insights



Learn more

For a technical overview of DNSSEC and deployment advice, please refer to the  
.eu Insights repor t, “DNS SECurity Extensions technical overview”.

The latest statist ics on .eu per formance and other .eu Insights repor ts are available at: 
ht tp:// l ink.eurid.eu/ insights.

About EURid

EURid is the not-for-prof it organisation appointed by the European Commission to oper-
ate the .eu top- level domain. Set up in 2003, EURid star ted general registration of .eu 
domain names in April 2006. More than 3 mill ion domain names have been registered 
to date. To f ind out more about .eu and EURid, please go to www.eurid.eu. You can 
contact us directly in any of f ic ial EU language by email at info@eurid.eu.
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